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No two companies are alike when it comes to cyber security. With so many 
security vendors claiming to protect you from advanced attacks, it can be 
confusing to figure out what next step is right for you. The answer depends 
on your internal capabilities, existing investments, your tolerance for risk and 
many other factors.

This self-assessment is designed to point you in the right direction as you 
evaluate how to improve your ability to find and stop advanced attackers in 
your environment. Simply answer a few critical questions about your current 
security posture to get started.

START
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Have you recently experienced  
a significant security breach?

97%
OF ALL ORGANIZATIONS 

ARE BREACHED

YES NO

Cybersecurity’s Maginot Line: A Real-world Assessment of the Defense-in-Depth Model
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Do you have a security operations 
center  (SOC) and/or a dedicated 
incident response team?

YES NO



Self-Assessment: Protecting Yourself From Advanced Attacks: What’s Your Next Move?

Are you concerned about the ability of 
signature-based systems to protect against 
today’s cyber threats?

YES NO
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Do you have a dedicated budget to 
address advanced threats?

YES NO
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Have you invested in advanced 
security technologies like next-
generation firewall, SIEM, etc?

YES NO
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Based on your profile, below are some recommen-
dations on products and services to consider as you 
look to enhance your security posture and improve 
your ability to defend against advanced attackers. 

YOUR NEXT MOVE

INNOVATIVE
Your security team is knowledgeable about advance attacks and is looking to enhance an already sophisticated 
security practice.

Keep up the good work! As a mature security 
organization you should look for tools and 
services that allow you to expand and refine your 
organization’s existing capabilities.  

YOUR GOAL

PROFILEHIGH LOW
RESOURCES AND CAPABILITIES

PRODUCTS

Email Threat Prevention

Network Threat Prevention

Endpoint Threat Prevention

Threat Intelligence

Enterprise Forensics

Threat Analytics

SERVICES

Incident Response Retainer Agreement

Cyber Defense Center Development

Compromise Assessment

FireEye as a Service

Response Readiness Assessment

Security Program Assessment

Vulnerability Assessment

LEARN MORESTART OVER

https://www2.fireeye.com/rs/fireye/images/SG.CYNM-IN.EN-US.112614_1.pdf
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Based on your profile, below are some recommen-
dations on products and services to consider as you 
look to enhance your security posture and improve 
your ability to defend against advanced attackers. 

YOUR NEXT MOVE

ADVANCED
Your team understands today’s advanced cyber threats, but may not have the resources to combat them.

With budgets tight, you need to find ways to 
detect and respond to advanced threats with 
limited resources. Your solutions should take this 
into account.

YOUR GOAL

PRODUCTS

Email Threat Prevention

Network Threat Prevention

Endpoint Threat Prevention

Threat Intelligence

Enterprise Forensics

Threat Analytics

SERVICES

Incident Response Retainer Agreement

Cyber Defense Center Development

Compromise Assessment

FireEye as a Service

Response Readiness Assessment

Security Program Assessment

Vulnerability Assessment

PROFILEHIGH LOW
RESOURCES AND CAPABILITIES LEARN MORESTART OVER

https://www2.fireeye.com/rs/fireye/images/SG.CYNM-AD.EN-US.112614_1.pdf
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Based on your profile, below are some recommen-
dations on products and services to consider as you 
look to enhance your security posture and improve 
your ability to defend against advanced attackers. 

YOUR NEXT MOVE

INTERMEDIATE
Your IT team believes your existing network security strategy is effective, and they will handle a breach if 
and/or when it happens.

Increase your teams’ understanding of advanced 
attackers and their capabilities. Ensure your 
existing security measures are working the way 
you want them to with periodic benchmarking.

YOUR GOAL

PRODUCTS

Email Threat Prevention

Network Threat Prevention

Endpoint Threat Prevention

Threat Intelligence

Enterprise Forensics

Threat Analytics

SERVICES

Incident Response Retainer Agreement

Cyber Defense Center Development

Compromise Assessment

FireEye as a Service

Response Readiness Assessment

Security Program Assessment

Vulnerability Assessment

PROFILEHIGH LOW
RESOURCES AND CAPABILITIES LEARN MORESTART OVER

https://www2.fireeye.com/rs/fireye/images/SG.CYNM-IT.EN-US.112614_1.pdf
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Based on your profile, below are some recommen-
dations on products and services to consider as you 
look to enhance your security posture and improve 
your ability to defend against advanced attackers. 

YOUR NEXT MOVE

PRODUCTS

Email Threat Prevention

Network Threat Prevention

Endpoint Threat Prevention

Threat Intelligence

Enterprise Forensics

Threat Analytics

SERVICES

Incident Response Retainer Agreement

Cyber Defense Center Development

Compromise Assessment

FireEye as a Service

Response Readiness Assessment

Security Program Assessment

Vulnerability Assessment

EMERGING 
Your IT team has basic security measures in place and doesn’t believe that your organization is at risk for being 
targeted by advanced threats. 

Increase your understanding about advanced 
threats and learn about the business impact 
advanced attackers can have on small to medium 
sized IT teams.

YOUR GOAL

PROFILEHIGH LOW
RESOURCES AND CAPABILITIES LEARN MORESTART OVER

https://www2.fireeye.com/rs/fireye/images/SG.CYNM-EM.EN-US.112614_1.pdf


For more information on the products and services offered in this guide please call 1-877-FIREEYE (347-3393) 
or reach us at www.fireeye.com.
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FireEye, Inc.  |  1440 McCarthy Blvd. Milpitas, CA 95035  |  408.321.6300  |  877.FIREEYE (347.3393)  |  info@fireeye.com  |  www.fireeye.com

© 2014  FireEye, Inc. All rights reserved. FireEye is a registered trademark of FireEye, Inc. All other brands, products, or service names are 
or may be trademarks or service marks of their respective owners.  RPT.JV.EN-US.022014

Results and recommendations are based only on the information you provided, and does not take into account other factors that may 
change our recommendations. After speaking with your FireEye representative, different options and bundles may be recommended that 
would better suit your situation. Recommendations provided by this tool are not offers to provide any particular products or services.

I’M LOOKING TO ENHANCE MY ALREADY SOPHISTICATED SECURITY PRACTICE

I NEED THE RESOURCES TO COMBAT ADVANCED THREATS

I NEED TO MAKE SURE MY CURRENT SECURITY IS WORKING

I NEED MORE INFORMATION ABOUT HOW ADVANCED THREATS CAN IMPACT MY BUSINESS


